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Username: root
Password: ChinaSkill22!

Username: skills
Password: ChinaSkill22!

E: EAER AR E, FTE K-SRI A A ChinaSkill23!
=. HEHES#ER

ENEEARTIREERE., Z2BRENINERSE, FRIEHN—NAE LR
GEER, ARNANERAREE, ERENEEI, ERARLERRBRARSF K
FRMEB RS 2EENR, WEHEHEFERREELAWT:



L#EH A

Betvertd Berver(l

vEwitch vEwitch
Roptesrv

Server(4 @ Server02

Client



QEARE
MEBhEPBERRENT £, £ENNETEZ%,

Device Hostname System FQDN IP Address
Server(0l | Server(l Centos Server01. sdskills.net | 172.16. 100. 201
Server02 | Server(2 Centos Server02. sdskills.net | 172.16. 100. 202
Server03 | Server03 Uos Server03. skills. net 192. 168. 10. 3
Server04 | Server04 uos Server04. skills. net 192.168.10. X

172. 16. 100. 254
Rserver. skills. net
Rserver Rserver Centos 192. 168. 10. 2
Rserver. sdskills. net
10. 10. 100. 254

Client Client Centos 10. 10. 100. x
S
Network CIDR
office 10. 10. 100. 0/24
service 172.16. 100. 128/25
internet 192.168. 10. 0/28

3EHTKR
£ %1% %-:Client,Rserver,servr0O1,server02,server03,server04.,
HE: EAEFRA#HNE, EEARAELE.
CLIENT TASK
L.Client, E{KEK4wT:
o ERmEAAERSE R, HT R RS
© WAZEMNZ KX FGNOME R E 73K ;
© REED R4 ¥ E1280x768;
o JEXDHCP, % F HL MW EIPvAHL i 4 & 3 3 B
o JMikdns, % Fdnsutils, dig 44T LT E;
o Mikweb, % Ffirefox W W&, curl 4 AATNR TE, & ETwE AT
F AR AR EZL2EERE L,



o MiKkssh, ZIssh 4417 T E;
o HM Rk EHXABRINKE,
RSERVER TASK

1L.NETWORK
c FREEAWECAWEMRSHZHNENS, MFIPHARE. HL%.
2.Iptables

« BRINMHEAARE;
o WAL EH NAT AL AR & AT, [E¥EJT Internet W 4 1 &8 77
5] office M %, W EMEATHERKFHRSEFHRMBETAE,

3.Squid

o ZEsquid RF, TEBHELR, HLuLRIFRGEE H6,;
4.DHCP

s AEF 34 EIPTE B Z10.10.100.1-10.10.100.50;

« DNS: #%B85CFR % KB E DNS AR 4 28 3 ik % 737

«  GATEWAY: #% MR SZF7 & K EC & P K it 18 T

«  CAMRAEH %42 /CA/cacert.pem;
« BREFIESH, MAFEEER:
X =CN
HA= Inc
HLHA = www.skills.net

)~ JA 4 = Skill Global Root CA

SERVERO0I TASK
1.NETWORK
s FREEAWMECEMERSHWENSL, WFIPHUARE. B2
5%, WK%,
2.DISK
o  EREVM LA 4 MG EHE;
o A raid5, HF—MEARELE, BE 4N mdo;
o ¥mdo XEHNLVM, %% ¥/dev/vg01/Iv0l;
o BAMH xf XHRL,



TrALE FE#Edata B 5o

22 ZDNSAH X R &t

7 T sdskills.netds,, # AT M Internet X 38, 7y £ AL 3% AR 5 25 22 57 1F \ )R A 358 44 A
s

U I TR AT R IR B, 1 dEkskills.net B i B B K AR AT

4.Webserver

5.SSH

L feweb R FA8 R I
HServer01#2 fitwww.sdskills.net;
o skills 2 8 @[] P P ok,
¢ FlwebR %
W T >C 4 A 1 /data/share/htdocs/skills;;
Fi - LA A P webuser 3£ 4T ;
B W A Z 4 “This is the front page of sdskills's website.”;
/htdocs/skills/staff.html P 2 “Staff Information”;
e UTWEERTHKESIAEA T,
n LIS F M Eldap+, K5 Hzsuser. lsus
o W3 A https 71X
SSL {# f RServer Al & B4 E 47, A4 %

C=CN
ST = China
L = ShangDong
O = skills
OU = Operations Departments
net = * sdskills.net
e SeverOl #y CA iEH %% : /CA/cacert.pem
o BXBFIY, MAEH:

C=CN;

O= Inc

OU = www.skills.net

net = skill Global Root CA
o ZEF3mii e htps BN LW W B (B &) R ERER;
o 4 P {EF http 77 15 B B o Bk #% 2| https & 4 3% #;
o Y F A sdskills.net 2 any.sdskills.net Cany X 3 & & W 4L 57 40)
W7 18 B, B 3 Bk 4% 3| www.sdskills.net.

42 % SSH;
XA 1F client & P 3 #E4T ssh 7 7], H A FAH EAEERE N ZEL;


http://www.skbt.cn
http://www.mhls.com
http://www.skbt.cn
http://www.skbt.cn

« [ E client H & & Chinaskill23 F P 3R T 7 DL &R B, g0 5 4
1122, 3 HHHH root &= H| MK,

SERVERO02 TASK
1.NETWORK

c EREEAREGERERSFBWENSL, MFIPHARE., HL RS

SERVERO03 TASK
1.NETWORK

- ERBEEAWEFEMEMRSFENENSG, WFRIPHUATRE. HL%,
3.SSH
« %% SSH
o AIF client 7 35 ¥AT ssh 1717, H AR EHIE RN ZE %,
« MLE client X 8% Chinaskill23 I P 31458 T/ LA E TR, w054
2233, JF HHA root =& IR

SERVER04 TASK
1.NETWORK

c EREEAMECRIEERSENING, WFIPHITE . B4 K5
2.DNS
« &3 DNS 448 XA
3 skills.net #4406 34 REAT
« % 3F skills.net B AT ATES, Ft— #EAT 2| Rserver % # Internet P B Y IP
M4t 5 Rserver.skills.net.

3.webserver
o &M www.skills.net;
o skills 2~ E B[] P W3k
e 1% A apache R %;
e KT X B /htdocs/skills;
e MR%LLA F webuser 15 4T ;
* B W Z A “This is the front page of skills's website.”;
e  /htdocs/skills/staff.html P Z° 4 “Staff Information”;
e SSL {# | RServer A% B9E 45, A& %
C=CN
ST = China


http://www.skbt.cn
http://www.skbt.cn
http://www.skbt.cn

L =GanSu

O =skills

OU = Operations Departments

net = *.skills.net
Rserver # CA iE 4 %4 : /CA/cacert.pem
BERBFAEY, MAH:

C=CN;

O= Inc

OU = www.skills.net

net = skill Global Root CA
% F 3 7 7] https BY A D W& (B %0m) RALERFE;
b | P {5 ] hitp 7 15 B B 2 Bk # 3| https & 4 % B
Y | P 4 A skills.net 2 any.skills.net Cany K & E & W'D 17 9]
BY, H 3)3k4% 2| www.skills.net.
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